Administration

Overview
User Setup

Rename Account

Overview

Use Administration to manage your employee's access to banking
services, accounts and actions, and to rename your company's
accounts, if desired.

Administrative User

Upon initial setup on Business Internet Banking, a company is
assigned an Administrative user within the Administrative
Workstation. This Administrative user is entitled to all services and to
all accounts associated with those services (per the company profile)
upon initial sign on into Business Internet Banking. The service and
account entittements may be modified, as desired (through User
Setup). Please note, if a change is made to the company profile (i.e.
added or deleted services) or the accounts associated with available
services, the Administrative user will once again be entitled to all
services and all accounts associated with those services upon sign
on into Business Internet Banking after the change. Modifications
made to the service and account entitlements prior to the company
profile change will no longer apply and need to be re-applied, if
desired.

The Administrative user can add, edit, or delete Business Internet
Banking users and assign service level and account level
entitlements to users (through User Setup) to allow access to the
company's available services. The Administrative user may also
create and entitle additional Administrative users to perform these
functions by assigning the Allow Administration role to their user
setup. Please note, if a change is made to the company profile or the
accounts associated with available services, the additional
Administrative users will not automatically be entitled to any new
services or accounts but must be entitled to them by either the
Administrative user assigned in the Administrative Workstation or by
themselves.

Note: Multiple Administrative users may be established.

User Setup

Users can be created, modified, copied, or deleted by navigating
through the user setup screen flow. Service level entittements and
account assignments may be assigned to or modified for individual
users. A User Copy feature allows user entitlements to be copied
from one user to another and assists in streamlining the setup of
additional users.

The user setup process consists of entering user information and role
assignments, assigning service level and account entitlements. Users
will only have access to those services and accounts that have been
assigned to them by an Administrative user.

Rename Account

Text names (nicknames) can be created for accounts to help in easily
identifying the accounts that will be used in your online banking
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session. These nicknames will not change the name of the account
at your financial institution; the names are meant to be more
convenient in spotting your desired account within your online
session.

User Setup

The User Setup process consists of entering general user
information and role assignments, assigning service level
entitlements, and assigning account entitlements.

Use User Selection to add a new user or select an existing user to
edit, copy or delete.

To access the User Selection page:
Select User Setup under Administration on the navigation bar.
The User Selection page will display.

Note: The existing users list can be sorted by User ID, First
Name, Last Name, or Description . Click the desired field name
in the table header. An icon will represent the selected field. By
default, the fields are sorted alphabetically in ascending order.
Clicking the selected field name a second time will sort the users
alphabetically in descending order.

User Selection Page

User Setup

Select a user to edit, copy, or delete. To add a new user, go to Setup Mew User.
User ID & First Name Last Name Description
11111 Mewllser User

111111 BOB RALPH

2HDCOMMAND another high_level_person

SRDIMLINE middle manager

ABBEY abbey lane

ADRIN admin istrator

AMANAGER a rmanager

EHAWIN Bhavin Parikh

To add a new user:
Click the Setup New User link.
The Setup New User page will display.
To edit, copy, or delete an existing user:
Click the User ID link associated with the user.
The Modify Existing User page will display.
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Creating a New User

Use Setup New User to begin the process of adding a new user by
entering general user information and assigning roles.

Notes:

The User Setup page may be accessed by clicking the link at the
top of the page.

If Secure Token Sign On is enabled, a token device will be
requested for the user once the setup is completed and saved.
The user will not be able to sign on to Internet Banking until they
receive their token device. You can monitor the status of the
request by checking for a fulfillment date on the Modify Existing
User page. When that date appears, it indicates the financial
organization has processed the request and is sending the token
device on the date indicated.

Setup New User Page

Setup New User
Sacuie Tekan Sign On e active. & token dovice will ba requestod far this ueer whan yon dick “Save ™
Selec “Save” to sive (he user's inlprmation, To meturn D user setep, go to Uger Sstu

LT

User Information

Ugar ID

Furtl Hams

Last Mame
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Setup New User Field Descriptions

Field Description
User ID The user's identification.
Password The user's starter password. Password must be 6 - 12 alphanumeric

characters. Upon initial login to Business Internet Banking, the user will
be prompted to create a new password.

Confirm Password The user password confirmation.

First Name The user's first name.

Last Name The user's last name.

Description Descriptive text for the user.

Enter the User ID.

Enter the user's Password .

Re-enter the user's password in Confirm Password .
Enter the user's First Name .

Enter the user's Last Name .

ok wDdPRE
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Enter a Description (optional) for the user.

Assign the Allow Administration , Allow Setup , and Allow
Approval roles, as needed, by clicking the associated checkbox.

Allow Administration entitles the user to administrative
privileges for adding, changing, copying, and deleting existing
users.

Allow Setup entitles the user to template setup capabilities for
only those services and accounts that the user has been entitled.

Allow Approval grants the user transmit capabilities to appear
on the navigation menu for only those services and that the user
has been entitled.

Click Save.

The user has been created within Business Internet Banking and
the Modify Existing User page will display. From this page, the
user information can be modified (with the exception of the User
ID), service level entitlements can be assigned, and the user

may be copied or deleted.

Modify Existing User Page

User updated successfully.

User Information

User [D:
Paszsword (optional):

Confirm Password {optional):

User Roles (optional)

Allow Administration:

Allow Setup:

Modify Existing User

First Marne: fred
Last Name parker
Description (optional):

User Locked (optional): O

Select "Save" to save the user's information. To return to user setup, go to User Setup.
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Assigning Service Level Entitlements

Use Modify User Services to assign or modify service level
entitlements to the user.

1. From the Modify Existing User page, click Assign Services .

The Modify User Services page will display. The page displays a
list of all the services available through the company’s profile
assignment. The selections made on this page will determine
which services will be listed on the navigation menu upon user
sign in.

Note: If a new service is added to a company’s profile, then the
new service must be entitled to the company users. Account
level entitlements must also be assigned for all users before the
new service can be used.

Modify User Services Page

Modify User Services
Select services and "Save" to assign services to 123458, Select each entitled service to assign accounts to that
service. To return to user setup for 123455, go to Modify Existing User
Entitled
Service Name & O
Account Reporting ]
ACH Callection F
ACH Payment [}
Bill Payment F]
Biook Transfer ]
Cash Dishursement Fl
Express Transfer [}
Federal Tax F
File Download ]
Notes:

The previous user setup page may be accessed by clicking the
link at the top of the page.

The list of services are sorted by Service Name . An icon will
represent the selected field. By default, the services are sorted
alphabetically in ascending order.

The services must be entitled and saved before account
assignments can be made.

2. Entitle services to the user or remove entitlements, as needed.

To entitle a service to the user, click the checkbox associated
with the desired service(s). To entitle a user to all available
services, click the Entitled checkbox in the table header.

To remove a service entitlement(s) from the user, de-select the
checkbox associated with the desired service(s). Please note,
the account assignments associated with the service will also be
removed.

3.  When all changes have been made, click Save.
The page will refresh and a confirmation will display.

Note: Account privileges must be assigned for each entitled
service in order for the user to have enter and/or transmit
capabilities for the service. Click on an entitled service name to
access the Modify User Accounts page and assign account
entitlements for the selected service as described in Assigning
Account Level Entitlements below. Assign accounts to all entitled
services.

Assigning Account Level Entitlements

Use Modify User Accounts to assign or modify account level
entitlements for the user.
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1. From the Modify User Services page, click on an entitled service
name.

Modify User Services Page

Modify User Services

Services updated successfully.
Select services and "Save" to assign services to 123455, Select each entitled service to assign accounts to that
service. To return to user setup for 123455, go to Modify Existing User.

) Entitled
Service Name &

|

&3]

Account Reporting
ACH Collection

&

&3]

ACH Payrment

3]

Bill Payment

Book Transfer

3]

Cash Dishursement

&

=

Express Transfer

Federal Tax

3]

File Download

]

The Modify User Accounts page will display. The page displays a list
of available accounts for the selected service.

Modify User Accounts Page

Modify User Accounts

Select accounts and "Save” to assign accounts to ACH Callection for 123455, To return to services setup for 123455,
go to Modify User Services.

TRC Account Number & Description Entitle(l[;ll\ccount Al 'Elansmil
970110004 0000054321 10-DIGIT WITH ZERCES O O
770120000 1000012 1000012 O O
770120003 1000012 1000012 O O
770210007 262390482309 282390452303 O O
970110004 31453145 PLANNING1 O O

Note: The list of accounts can be sorted by TRC, Account Number ,
or Description . Click the desired field name in the table header. An
icon will represent the selected field. By default, the field names are
sorted alphabetically or numerically in ascending order. Clicking the
selected field name a second time will sort the accounts
alphabetically or numerically in descending order.

2. Entitle accounts to the user or remove account entitlements, as
needed.

To entitle entry capabilities for a selected account(s), click the
Entitled Account checkbox associated with the desired
account(s). To entitle entry capabilities for all available accounts,
click the Entitled Account checkbox in the table header.

To entitle transmit capabilities for a selected account(s), click
the Allow Transmit checkbox associated with the desired
account(s). To entitle transmit capabilities for all available
accounts, click the Allow Transmit checkbox in the table
header.

To remove entry or transmit capabilities for a selected
account(s), de-select the appropriate checkbox associated with
the desired account(s). To remove entry or transmit capabilities
for all accounts, click the appropriate checkbox in the table
header.

3.  When all changes have been made, click Save.
The page will refresh and a confirmation will display.
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Note: If necessary, once all account assignments have been
made for the selected service, click the Assign Services link at
the top of the page to navigate to the Modify User Services page
and select another service for account assignment.

The File Upload and File Download services require submodule
assignments rather than account assignments. When selecting the
service from the Modify User Services page, the associated Modify
User Submodules pages will display.

Modify User Submodules — File Upload

Modify User Submodules

Select submodules and "Save" to assign submodules to 123455 for File Upload. To return to services setup for 123455,
go to Modify User Services

Name & Send Approve Delete
E 2 . e

CHECKS ISSUED O 0 0O

UPLOAD_ ACH_ALL O @ 0

Submodule assignments may be entitled to the user by checking the
desired checkboxes (Send, Approve, and Delete for File Upload or
Receive and Delete for File Download). Assignments may be entitled
for all submodules by clicking the appropriate checkboxes in the table
header. Entitlements may be removed by de-selecting the
checkboxes. Once all changes have been made, click Save. The
page will refresh and a confirmation will display. Click the Assign
Services link at the top of the page to navigate to the Modify User
Services page and select another service for account or submodule
assignment.
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Modifying an Existing User

General user information and service level and account level
entitlements may be modified for existing users. In addition, the
user's Secure Sign On and Secure Token Sign On settings may be

modified.

Modifying User Information and Entitlements
1. Select User Setup under Administration on the navigation bar.

The User Selection page will display.

Note: The existing users list can be sorted by User ID, First
Name, Last Name, or Description . Click the desired field name
in the table header. An icon will represent the selected field. By
default, the fields are sorted alphabetically in ascending order.
Clicking the selected field name a second time will sort the users

alphabetically in descending order.

User Selection Page

User Setup

Select a user to edit, copy, or delete. To add a new user, go to Setup Mew User.
User 1D & First Name Last Name Description
11111 Mewllger Uger

111111 BOB RALPH

2WDCOMMAMD another high_level_persan

SRDIMLINE middle manager

ABBEY abbey lane

ADAIMN admin istrator

AMANAGER El manager

BHANIMN Bhavin Parikh

2. Click the User ID link associated with the user.

The Modify Existing User page will display.
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Modify Existing User Page

3. Modify the user information, with the exception of the User ID, as
needed.

4. To modify service level or account level entitlements, click
Assign Services to navigate to the Modify User Services page.
Assign services and accounts as described in Assigning Service
Level Entitlements on page 5 and Assigning Account Level
Entitlements on page 6.
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Removing Secure Sign On Settings

For Secure Sign On users, the user's secure sign on security settings
(picture, personal phrase, and confirmation questions and answers)
can be removed, re-directing the user to the Secure Sign On setup
process the next time they sign on to Business Internet Banking.

1. Click Remove Secure Sign On settings

The system will prompt you to verify the security settings
removal.

2. Click OK.
A confirmation message will display.

Entering Secure Token Sign On Settings

For Secure Token Sign On users, the user’s token device serial
number can be entered.

Note: The fulfillment date is the date the financial organization is
sending the token device. This date can be used to monitor the
fulfillment status of each users token device.

1. Enter the user's Token Device Serial Number . Entry will
register the token device to the user and activate Secure Token
Sign On at the user's next sign on.

2. Click Save.

Note: Removing the token device serial number will request a
replacement token device from the financial organization. You
should only remove the users token device serial number when
you want to request a replacement because the user’s original
token device has been lost or broken.

Copying an Existing User

To further streamline the setup of a new user, an existing user may
be selected to copy roles and entitlements to another user. For
security purposes, this copy feature does not include User ID, Name,
or Password information. Both users must exist prior to utilizing this
copy function. After the copy, the new user’s copied information may
be modified.

1. Select User Setup under Administration on the navigation bar.
The User Selection page will display.

Note: The existing users list can be sorted by User ID, First
Name, Last Name, or Description . Click the desired field name
in the table header. An icon will represent the selected field. By
default, the fields are sorted alphabetically in ascending order.
Clicking the selected field name a second time will sort the users
alphabetically in descending order.
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User Selection Page

2. Click the User ID link associated with
the user.

The Modify Existing User page will
display.
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Modify Existing User Page

3. Click Copy.
The User Copy page will display.

Note: All role assignments, service
entittements, and account
entitlements will be copied to the new
user. Changes may be made to these
assignments, as needed.
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User Copy Page

Notes: The previous user setup page
may be accessed by clicking the link at
the top of the page.

User Copy Field Descriptions

Field Description
User ID The user's identification.
Password The user's starter password. Password must be 6 - 12 alphanumeric

characters. Upon initial login to Business Internet Banking, the user will
be prompted to create a new password.

Confirm Password The user password confirmation.
First Name The user's first name.

Last Name The user's last name.
Description Descriptive text for the user.

Enter the User ID.
Enter the user's Password .

Re-enter the user's password in
Confirm Password .

7. Enter the user's First Name .
Enter the user's Last Name .
. Enter a Description for the user.
10. Click Save.

The page will refresh and a
confirmation will display.

The new user's roles, service
entittements, and account
entittlements may be modified by
clicking the User Setup link at the top
of the page to access the Modify
Existing Users page.
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Deleting an Existing User

Existing users may be deleted.

1. Select User Setup under
Administration on the navigation bar.

The User Selection page will display.

Note: The existing users list can be sorted by User
ID, First Name , Last Name, or Description . Click
the desired field name in the table header. An icon
will represent the selected field. By default, the
fields are sorted alphabetically in ascending order.
Clicking the selected field name a second time will
sort the users alphabetically in descending order.

User Selection Page

2. Click the User ID link associated with
the user.

The Modify Existing User page will display.

Business Internet Banking User's Guide Administration - 14



Modify Existing User Page

3. Click Delete.
A confirmation message will display.
4. Click OK.

The User Selection page will display with the user
removed from the existing users list.
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Rename Account

Use Rename Account to create or change a text
name (nickname) for your accounts. Using a text
name will help to easily identify the account that will
be used in transactions.

To rename an account:

1. Select Rename Account under
Administration on the navigation bar.

The Rename Account page will display.

Note: The account list can be sorted by TRC,
Account Number , or Description . Click the
desired field name in the table header. An icon will
represent the selected field. By default, the fields
are sorted in ascending order. Clicking the selected
field name a second time will sort the field in
descending order.

Rename Account Page

2. Click the Edit link associated with the
account.

The Description field will display as a text field.

3. Enter the new text name.

4. Click the Update link.
Note: Clicking the Cancel link will cancel the name
change.

The page will re-display with the new account
name. The new name will display on all
corresponding pages and reports.
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Notes:
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